54.80.0.0/13

Basic Bridge IP’s

54.236.0.0/15

23.20.0.0/14 54.88.0.0/14 54.242.0.0/15
34192.0.0/12 54.92128.0/17 67.202.0.0/18
50.16.0.0/15 54144.0.0/14 72.44.32.0/19
50.19.0.0/16 54152.0.0/16 75101.128.0/17
52.0.0.0/15 54156.0.0/14 107.20.0.0/14
52.2.0.0/15 54160.0.0/13 174129.0.0/16
52.4.0.0/14 54172.0.0/15 184.72.64.0/18
52.20.0.0/14 54174.0.0/15 184.72128.0/17
52.44.0.0/15 54196.0.0/15 184.73.0.0/16
52.54.0.0/15 54198.0.0/16 204.236.192.0/18
52.70.0.0/15 54.204.0.0/15 216.182.224.0/20
52.72.0.0/15 54.208.0.0/15 54.20819.142
52.86.0.0/15 54.210.0.0/15 54.208.31.242
52.90.0.0/15 54.221.0.0/16 54.208.28.84
52.95.245.0/24 54.224.0.0/15 54.208.2.214
52.95.255.80/28 54.226.0.0/15 54.208.5.44
52.200.0.0/13 54.234.0.0/15 54.208.27.95

All Bridge videos depending on the region:

notorious-prod.s3.amazonaws.com
notorious-prod-eu.s3.eu-west-1.amazonaws.com
notorious-prod-fra.s3.eu-central-1.amazonaws.com
notorious-prod-apsel.s3.ap-southeast-1.amazonaws.com
notorious-prod-apse2.s3.ap-southeast-2.amazonaws.com
notorious-prod-yul.s3.ca-central-1.amazonaws.com

IP’s specific to Notifications

23.251.227.75 23.251.227.76 23.251.227.77 23.251.227.78

23.251.227.79 23.251.227.80 23.251.227.81 23.251.227.82




IP’s specific to Learn

US (CMH) SYD DUB
18.223.140.34 13.239.75.213 52.16.233.71
Truss NAT Gateway IP’s
CMH SYD DUB

3130.72173

52.64.103177

52.213110.160

US Bridge SFTP IP’s and URL

3136.223.160

3141154.60

3139.249.202

Can whitelist this url: http://s-99cb5d5782af4cf59.server.transfer.us-east-2.amazonaws.com/

DUB Bridge SFTP IP’s and URL

54.75.245.8

54.74107.2

54.74.78.47

Can whitelist this url: http://s-5562712cf90c407f8.server.transfer.eu-west-1.amazonaws.com/

SYD Bridge SFTP IP’s and URL

52.65.226.19

52.65.226.19

54.253103.22

Can whitelist this url: http://s-8385ff9fc0f7477f8.server.transfer.ap-southeast-2.amazonaws.com/

Email Addresses to Whitelist

notifications@[domain].bridgeapp.com
notifications@[subdomain]-[domain].bridgeapp.com
notifications@perform.bridgeapp.com




URLs that could be whitelisted

[client_domain].bridgeapp.com

[client_domain].suite.bridgeapp.com

*looker.com and *.lookercdn.com (for the Analytics tool)
[sub]-[client_domain].bridgeapp.com (on all of the subs)
[sub]-client_domain].suite.bridgeapp.com (on all of the subs)

help.bridgeapp.com

community.bridgeapp.com

players.brightcove.net
http://bridgelms-production-appbucketl-mllOx52cmp4b.s3.amazonaws.com/
http://bridge-scorm.us-east-1l.insops.net/

secure.gravatar.com

r2b-iad-prod.insops.net — whitelist this for ability to see insights page.
http://cmh-scorm.bridgeops.net/ (SCORM domain)
http://d2gl6elc8ci120.cloudfront.net/ (SCORM domain)
S-99cb5d5782af4cf59.server.transfer.us-east-2.amazonaws.com (Auto CSV SFTP for US)
S-5562712cf90c407f8.server.transfer.eu-west-1.amazonaws.com (Auto CSV SFTP for DUB)
S-8385ff9fcOf7477f8.server.transfer.ap-southeast-2.amazonaws.com (Auto CSV SFTP for SYD)



Practice Information

To use the Practice web application, the following domains must be added to your network
whitelist:

* practice.xyz
*ziggeo.com
*bridgeapp.com
https://*.zendesk.com

To use the Practice screen capture application, add the following URL to your network whitelist:

e https:/public-static-assets.practice.xyz/

The domain practice.instructure.com should be added to your email whitelist to receive emails
from the Practice web application.


https://community.bridgeapp.com/hc/en-us/articles/360045253314-What-are-the-technical-requirements-for-Practice-

